SETTING UP 2-FACTOR AUTHENTICATION

Step 1: Open up Manage Your Google Account

1. Select on your account (i.e. the box that has your initial)

No new mail!

2. Click on Manage your Google Account

1L
Tll'

No new mail!

@ Active v

® Active ~

®@ @

@ @

This account is managed by camphke.org. Learn more

[+]
Q+

O]

Administrator Privilages

I1{@ca

Manage your Google Account

Add another account

Sign out

Privacy Policy -

Terms of Service
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After clicking on Manage your Google Account you’ll be taken to the welcome page

Home

©

Personal info

Data & privacy

2 0

Security

2

2, People & sharing

m

Payments & subscriptions

(@ About

Privacy Terms Help  About

Google Account Q, Search Google Acc:

Welcome, Administrator |

Manage your info, privacy, and security to make Google work better for you. Learn more

Privacy & personaliza-

tion
See the data in your Google Account s
and choose what activity is saved 1o

personalize your Google experience

Manage your data & privacy

Privacy suggestions available

You have security rec-
ommendations

Recommended actions found in the

Security Checkup

Protect your account

Take the Privacy Checkup and choose the settings that are right for you

Review suggestion (1)

Looking for something else?

Step 2: Enabling 2-factor Authentication

1. Click on Security

Google Account

@ Home

2Z] Personal info

® Data & privacy

2. People & sharing

B Payments & subscriptions

@ About

Q, Search Google Account

Welcome, Administrator |

Manage your info, privacy, and security to make Google work better for you. Learn more

Privacy & personaliza-
tion
See the data in your Google Account

and choose what activity is saved to
personalize your Google experience

Manage your data & privacy

You have security rec-
ommendations

Recommended actions found in the
Security Checkup

Protect your account

2. Scroll down until you see Signing in to Google. Then click on 2-Step Verification
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Google Account Q,  Search Google Account ® = o

Review security activity
Home

B e

Personal info

Data & privacy Signing in to Google

People & sharing

Password . >

e B 0O

Payments & subscriptions

2-Step Verification off >
et ( °

Ways we can verify it's you

These can be used to make sure it's really you signing in or to reach you
if there’s suspicious activity in your account

© o

3. Click on Get Started.

< 2-Step Verification

Protect your account with 2-Step Verification

Each time you sign in to your Google Account, you'll need your password and a verification
code. Learn more

Add an extra layer of security

Enter your password and a unique verification code
that's sent to your phone.

-

Keep the bad guys out

ar
. Even if someone else gets your password, it won't be
enough to sign in to your account.

- GEETE

4. Type in your password to verify you’re you.
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Google
Hi HKC

& Pprmedical@camphke.org v

To continue, first verify it's you

Enter your password

D Show password

Forgot password?

Google Help
Turning on 2-step verification: https://support.google.com/accounts/answer/185839?hl=en

Step 3: Verifying Your Phone

1. Make sure you see your mobile device listed. It will show up as long as you have set up your
camphkc.org email account on your device. (If it’s not listed you will need to create an account on your
device for your camphkc.org account). Then click CONTINUE.

¢ 2-Step Verification

Use your phone as your second step to sign in

After you enter your password, Google prompts are securely sent to every phone where you're
signed in. Just tap the notification to review and sign in.

These devices can get prompts
l Motorola Moto Z (2) Force

Don't see your device?

Show more options

CONTINUE
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2. Type inyour phone # and then click on next.

¢ 2-Step Verification

Let's set up your phone

What phone number do you want to use?

R

Goagle will only use this number for account security.
Don't use a Google Voice number.
Message and data rates may apply.

How do you want to get codes?

(® Textmessage (O Phone call

Show more options

Step 10of 3 2. @

3. You'll receive a text message with a code. Type in the code and click NEXT.

< 2-Step Verification

Confirm that it works

Google just sent a text message with a verification code to (845) 772-1289.

Enter the code

Didn't get it? Resend

BACK NEXT

Step 4: Turning on Google Prompt

1. Scroll down to where it says Add more second steps to verify it’s you. You'll have the option of
selecting Backup Code, Google Prompt, Authenticator App, Backup Phone and Security Key.
2. Under Google Prompt, click on ADD PHONE.
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Available second steps

A second step after entering your password verifies it's you signing in. Learn more
Note: If you sign in to your Google Account on any eligible phone, Google prompts will be added as
another method for 2-Step Verification.

n Voice or text message (Default) @
(845) 772-1289 Verified V4

Verification codes are sent by text message.

Add more second steps to verify it's you

Set up additional backup steps so you can sign in even if your other options aren't available.

X Backup codes

These printable one-time passcodes allow you to sign in when away from your
phone, like when you're traveling.

D Google prompts
After you enter your password, Google prompts are securely sent to every phone where
you're signed in. Just tap the notification to review and sign in.
To stop getting prompts on a particular phone, sign out of that phone. Learn more

Note: If you sign in to your Google Account on any eligible phone, Google prompts will be
added as another method for 2-Step Verification

> oo Frone

Follow the prompts (as pictured below) to get your phone set up.

Get a Google prompt to sign in

Instead of typing verification codes, get a prompt on your phone and just
tap Yes 1o sign in

CANCEL  GET STARTED

Add phone

We recommend using a phone with a screen lock to sign in.

It worked!
& Yourphone

B Motorola Moto Z (2) Force ~ Google Account

& Screen lock

Your phone has a screen lock, 5o it's ready to go.

CANCEL

Your Motorola Mote Z (2) Force can now be used 1o sign in to your




4. Once completed you’ll be taken back to the main screen, which should then look as follows
under Available second steps.

& 2-Step Verification

Available second steps

A second step after entering your password verifies it's you signing in. Learn more

D Google prompts (Default) @

After you enter your password, Google prompts are securely sent to every phone where
you're signed in. Just tap the notification to review and sign in
To stop getting prompts on a particular phone, sign out of that phone. Learn more

Note: If you sign in to your Google Account on any eligible phone, Google prompts will be
added as another method for 2-Step Verification

l Motorola Moto Z (2) Force

n Voice or text message
(845) 772-1289 Verified /7

Verification codes are sent by text message.

ADD PHONE

Activating Google Prompt.

When you log in after activating Google You'll receive a message on your phone
Prompt, you'll see a screen like this: that looks like this. Select Yes, it's me.
3:56 Q
Go gle < Google
2-Step Verification
This extra step shows it's really you trying to sign in Are you tFY|ng to Sign in?
@ prmedical@camphke.org 6) prmedical@camphkc.org

Device
Windows NT 10.0

Near
Pearl River, NY, USA

Check your Motorola Moto Z (2) Force Time
Google sent a notification to your Motorola Moto Z (2) Just now

Force. Tap Yes on the notification to verify it's you.

No, don't
Don't ask again on this device allow

v Yes, it'sme




Step 5: Authenticator App

Because verification codes sent by texts or calls can be vulnerable to phone number-based hacks, you
may be required to choose another alternative as back-up for authentication. The recommendation is to
use the Authenticator App, the benefit of which is that it can be used when you don’t have a mobile or
internet connection. For this to work, you will need to install the app

1. MOBILE DEVICE: Install Google Authenticator App onto your phone from Google Play or the App
Store depending on your device.
Android: https://support.google.com/accounts/answer/1066447

iphone: https://support.google.com/accounts/answer/1066447?co=GENIE.Platform%3Di0S&oco=0

2. COMPUTER: Where it says Authenticator App, select SET UP

X

< 2-Step Verification

Add more second steps to verify it's you

Set up additional backup steps so you can sign in even if your other options aren't available.

Backup codes

These printable one-time passcodes allow you to sign in when away from your
phone, like when you're traveling.

Authenticator app

Use the Authenticator app to get free verification codes, even when your phone is offline.

Available for Android and iPhone.

SETUP

Security Key

A security key is a verification method that allows you to securely sign in. These can be
built in to your phone, use Bluetooth, or plug directly into your computer's USB port.

3. Select your phone type, then click NEXT.

Get codes from the Authenticator app

Instead of waiting for text messages, get verification codes for free
from the Authenticator app. It works even if your phone is offline.

What kind of phone do you have?

(® Android

() iPhone

CANCEL NEXT
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4. Once you set up an account in the App, scan the bar code. Then click next.

Set up Authenticator

* Get the Authenticator App from the Play Store.
« In the App select Set up account.
« Choose Scan a barcode.

CAN'T SCAN IT?

CANCEL NEXT

5. You'll know it’s set up when you see a 6-digit code in the App. Enter it when prompted on your
computer and click VERIFY.

Set up Authenticator

Enter the 6-digit code you see in the app.

Enter code

CANCEL

Once this is complete you’ll be taken back to the main screen which should look similar to this:
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< 2-Step Verification

2-Step Verification is ON since Dec 22, 2021 TURN OFF

Available second steps

A second step after entering your password verifies it's you signing in. Learn more

D Google prompts (Default) @

After you enter your password, Google prompts are securely sent to every phone where
you're signed in. Just tap the notification to review and sign in.
To stop getting prompts on a particular phone, sign out of that phone. Learn more

Note: If you sign in to your Google Account on any eligible phone, Google prompts will be
added as another method for 2-Step Verification.

l Motorola Moto Z (2) Force

g Authenticator app

Authenticator on Android
Added: Just now

CHANGE PHONE

Add more second steps to verify it's you

Set up additional backup steps so you can sign in even if your other options aren't available.

Congratulations. You have secured your camphkc.org email account. You are welcome to add more
back-up steps. Just be sure to keep Google prompts or the Authenticator App as your default back-up.

P.S. You should consider doing this for your personal email account(s) as well.
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